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Motivation

* High-integrity systems - detailed understanding of behaviours and
misbehaviours!

High-integrity

systems

* We need verification techniques that ensure the reliability and

understanding of these classes of systems
Fringe Session (CPA2009) 3
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Aims and scope

e Aims

e To develop techniques and a tool for verifying real-time
constraints in high level languages for high-integrity
systems

e To propose a novel methodology using “Timed CSP” to
ensure the temporal correctness of these systems

* Scope
* FPGA-based high-integrity systems that may have soft or
hard real-time constraints

gcpAdel C is used as a high level language for FPGA

f\ﬁ‘l XN
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"Formal techniques for hig
(FPGA) systems

* Mathematical modelling, applicable to all stages of systems
development, for instance:

e CSP: Communicating Sequential Processes
e ACL2: Application Common Lisp, a computational logic
e Esterel: Synchronous reactive programming

e HyTech: Hybrid technology - an automatic tool for analysis of
embedded systems

* CSP has been practically used in many industrial applications

* Timed CSP verifies timing as well as functional properties of the
design, but Classic CSP does not!

Fringe Session (CPA2009) 6
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e High level languages for FPGAs

e Handel-C, System-C, Mobius, Impuse-C, Streams-C,
Adags and others...

e No support for real-time constraints!

e Adaogs is a language that has been used extensively in
real-time systems

e FPGAs are more suitable as compare to processors for
real-time systems — no caches + predictable timing
behaviour

Fringe Session (CPA2009) 8
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"“Real-time constraints in high Ievel
languages

o Aaan

* Various methods have been proposed to add real-time
constraints in high-level languages

* But... still there is no significant research into using
Handel-C as a real-time language!

* Annotating real-time constraints in Handel-C may
make it suitable for real-time systems.

Fringe Session (CPA2009) 9
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PEmbedding real-time cons
in Handel-C

* Handel-C - High level language for FPGAs

* Hybrid of CSP and C languages, designed to target
FPGAs

e Fully synchronous - each statement executes in one
Handel-C clock cycle

aints

 So timing can be calculated by counting statements, but...
 This is not a complete real-time analysis.

e No explicit time constructs in Handel-C, but...

 We can follow designs real-time constraints!

Fringe Session (CPA2009) 1
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' Ebedding real-time constraints
in Handel-C

* Meta-language style annotation
* Locate the code blocks for RT constraints
* Describe constraints in meta-language annotations

* Non-intrusive effect on source

* Real-time Preprocessor (RTCpreprocessor)

e Development of a real-time pre-processor for Handel-C
meta-language (future work...)

Fringe Session (CPA2009) 12




.;—""'"-‘—“-

e

— ——

Eedding real-time constraints
in Handel-C

A Ri—- NET "ovflw lsec” TIMESPEC = 1000 ms AFTER "HMaster Enb” HE RTC-1
Ccnt_sec (Master Enb, PAL ACTUALL CLOCE RATE, ovilw lsec):;

A4 Bi- WET "owvflow 10sec™ TIMEZPEC = 10000 ms AFTER 10 "owflw lsec™ ## RTC-2
Counter (ovflw lsec, Master Fstl, 0, 10, ovilow 1l0seec, sec lo)»
ff B:i— WET "ovflow lmin'™ TIMESPEC = 60000 ms AFTER & "ovilow 1l0sec™ ## RTC-3
Counter (ovflow 10sec, Master RstZ, 1, 6, ovilow 1lmin, sec hi):

df Bi- WET "ovflow 10min®™ TIMEZPEC = 600000 ms AFTER 10 "owflow lmin®™ #§# RTC-4
Counter (ovflow lmin, Master Rstd, 2, 10, oviflow 10min, min loj:

A4 B:i— WET "owvflow 1lhrs"™ TIMESPEC = 3600000 ms AFTER & "owflow 10min®™ ## RTC-5
Counter (ovflow 10min, Master Rstd, 3, 6, ovilow 1lhrs, min hij:

Counter (ovflow lhrs, Master Rsti, 4, 10, oviflow 10hrs, hra loj:
Counter (ovflow 10hrs, Master Rst6, 5, 6, ovilow Z4hrs, hrs hij:

ff B:- NET "ovflow_10hrs" TIMEIPEC = 38000000 ms AFTER 10 "ovflow _lhrs"™ ## RTC-6

Digital Clock
(Handel-C ver.1)

D|g|ta| C|0Ck counterl [(m3sec cnt, count ch sec, 3ec cnt):

(Handel_c Vel‘2) A¢ Bi— BUI "mwin cnt" n:{ltoS59} TIHMEIFPEC = 60000 ms AFTER "Master Enh" ## RTC-Z

counter: [(count ch msSec, Sec cont, mwin cnt):

counteri [(count chl msec, count ch sec, min cnt, hrs cnt):

milli counter (Master Enb, count chl msec, count ch msec, msec cnt] !

/¢ [@:— BUS "sec cnt" n:{1to59} TIMESPEC = 1000 ms AFTER "Master Enb" ## RTC-1

A4 B:— BUS "hrs cnt" n:{ltoZ3} TIMESPEC = 3600000 ms AFTER "Master Enh"™ ## RTC-3

Fringe Session (CPA
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' Dign flow for
real-time Handel-C

* Design methodology

e Annotated real-time constraints

without changing the actual
design timing

e Add RTCpreprocessor that have
real-time constraints’ definitions

e Analyse timing constraints using

debugger of DK suite
e Synthesis design with DK

e Implement design with FPGA
tool

e Timing simulation with
ModelSim

rendf RGIA @onfiguration

e
Real-time

v

Xilinx User

Handel-C
Preprocessor

|

Handel-C

Handel-C
Simulator for

Analysis

Source code |

Handel-C code
Modify & Debug

A

) A

Handel-C
Synthesis
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\ 4

FPGA

Constraint

File (UCF)

¥
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\ 4
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e

study — digital clock

* Digital clock is a simple real-time system

* Implementation in Handel-C using channel
communication

* Analyse the timing behaviougeconas minutes i
lOCl( 4 A A
Diagram
Clk (Dlgltal J Ofls | ofm v Of1hr
s l Clk Enb CIk Enb CIk Enb
Clock n n _ n
Rst ) 7 SecLo_Cnt Cn lo sec 7 minLo_Cnt Cnp lo_min 7 hrLo_Cnt CntBi:hr
> Iﬁ» (10 second) Rﬁ» (10 minute) RE» (10 hour)
lMEnb ovf Ovf Ovf
Enb| Clk Enb v Of10s 4 Of10m + Of1ohr
— —
PreDivider Cnt__,
Rst | (1 second)
L ov Of10hr
Of10s Of10m
A 4 \ 4 \ 4
y Ofls CIK[ ™~ Enb _ CIK[Enb | | Ck[Em _
SecHi_Cnt Cn hi]sec minHi_Cnt Cnp hi min hrHi_Cnt Cntﬂrhr
Iﬁ» (1 minute) F\E’ (1 hour) F\E’ (24 hour)
Ovf Ovf Ovf
Fringe Sessigq Ofim Oflhr l
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Design Flow for Digital Clock

Handel-C
Preprocessor

!

* Phase 1: Design in Handel-C (HC).F'Ee;f.?irﬁe' i

I Constraints I

Handel-C

Source code |

channel communication

e Embed real-time constraints (RTC) in

HC code

Handel-C code
Modify & Debug

Handel-C 7'y
 Simulate and verify the RTC with DK A
debugger "
* Phase 2: Synthesis & Implement Hangel C

(gate-netlist)

e DK directly compile HC blocks

v

Xilinx Timing
Simulation

to EDIF Xilinx User FI;'GA
S Constraint » implementation
e Xilinx P&R tool for Sparatn-3A File (UCP) (PER)
target platform v
. . . . FPGA
* Phase 3: Timing simulation confguraton

e Simulate and verify the RTC of P&R
Fringdesigtitivodel with ModelSim

A

Xilinx On-Chip
Debugger




Digital Clock — Experiment

e Handel-C code - First version

DK Design Suite - [dw
B Fle Edit view Project  Build Tools  Window Help E]

NDdH@ 3 8 v o |@m: [ [ (® % (1 gy E o T
“warkspace g x | 290 ‘ #endif “~
E digital_clock ZER X
= g dw_without_ch e ¢>E|| while (1)
C B dw_without_ch.hee 283
= #a dw_with_ch e par,
- - B dw_with_ch.hce 295 [ i
= i d_with_ch_edf 296 /¢ Bi— NET "ovflw lsec” TIMESPEC = 1000 ms AFTER "Master Enb" ## RTC-1
© - By dw_with_ch_edf hee za7 ’ Cnt_sec (Master Enb, PAL_ACTUALL CLOCK RATE, ovilw lsec):
= g dwl_with_ch 298
ik @ dwel _with_ch.hce 299 44 Bi- NET "oviflow 10sec™ TIMESPEC = 10000 ms AFTER 10 "ovEilw lsec™ ## RTC-Z
El ‘;PdW_Wlth_Ch_ftC 300 * Counter {(ovflw_lsec, Master Rstl, 0, 10, ovflow_ 10sec, sec_lo);
- B dw_with_ch_rtc.he 301 /¢ B:— NET "ovflow lmin" TIMESPEC = 60000 ms AFTER & "ovflow 10sec™ ## RTC-3
= @'dWI—W‘th—Ch—rtc 302 * Counter (ovflow 10sec, Master BstZ, 1, 6, ovflow lmin, sec hi):
i dwl_with_ch_rtc.heo 303 - - - -
304 /¢ B:i— NET "ovflow 10min" TIMESFEC = 600000 ms AFTER 10 "ovflow 1min" ## RTC-4
305 ’ Counter {ovflow lwin, Master Rst3, 2, 10, ovflow 10min, min lo):
306 £ B NET fovflow lhrs™ TIMESPEC = 3600000 ms AFTER 6 "ovflow 10min® ## RTC-5
307 * Counter (ovEflow 10min, Mascer Rscd, 3, 6, oviflow lhrs, min_ hi):
308
308 /¢4 B:— NET "owflow 10hrs"™ TIMESPEC = 36000000 ms AFTER 10 "owvflow lhrs™ ## RTC-6
310 * Counter (ovflow lhrs, Master Rst5, 4, 10, ovflow 10hrs, hrs 1o):
L * Counter (oviflow 10hrs, Mascer Rscd, 5, &, oviflow Zdhrs, hrs hi):
31z
a1 ’ Board I0s (ovflow_24hrs, sec_lo, sec_hi, win lo, win hi, hrs_lo, hrs_hi, Master_Enb, Master_ Rstl, Master_ RstZ, Master Rst3, Master Rstd, Naster RstS
314 - H
315 | H =
a1s L ¥ 3
317 } ~
File iew < i | 5
Qutput 5 x | Clocks|Threads & X | |Call stack & X | |variables F X ‘ Watch g x |
Clock{Thread Cyrles Location ] © Expression Value width/Range Expression Yalue
= dwe_with_ch = Enb_cnt [0:5] H
= ) dack0 62 pal_sim.hch L - Enb_cnt{0] 1 1 bit: unsigned
;7 dw_with_c... -~ Enb_ent[1] 0 1 bit unsigned
O& dw_with_ch. ... - Enb_cnt[2] O 1 bit unsigned
-0 37 dw_with_ch.... — Enb_cnt[3] O lb!t uns!gned
‘Oa oot Enbcntla] 0 1bkunsined
- O & dws_with_ch, E cn‘t. V2| -enis) [D:lsjunslgne
| 37 dve_with_ch.... --T:nt_vaI[D] a 4 bit unsigned
O& dwe_with_ch... | ~cnt_val[l] S 4 bit unsigned
-0 & dwi_with_ch. ... - cnt_val[2] 0 4 bit unsigned
O& dwi_with_ch. ... cnt_wal[3] 0 4 bit unsigned
-0 3) duw_with_ch. cnt_val[4] 0 4b?t uns?gned
O 37 v with ch.... ~cnk_wal[s] 0 4 bit unsigned
O& dw_with_ch.
- O & dw_with_ch. ...
O & dw_with_ch, ...
-0 & dw_with_ch. ...
- & dw_with_ch, ...
- O & dw_with_ch.
- & dw_with_ch. ...
O& dw_with_ch, ...
- & dw_with_ch. .. =2 i X
\_Build /\_Debug / Hmil! dur wirh ch, ] [0 > |\ auka J\_Locals [/ \_wakchl [\ watch; <

BB Linezszcol | ms
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Digital Clock — Experiment

e Handel-C code - Second version

Design Suite - [dw1_with_ch

B File  Edit view Project  Buld Tools ‘Window  Help g

OldHal+ B ® o (@0 F e M R e N Y~ T el
Workspace 57} 121 chan unsigned 1 Master Enb; Al
E digital_clock o X X
= f&dw_WIthDut_ch 123 chan unsigned & count_ch sec, sec_cnt, win_cnt;
B @ dww_wikhout_ch.hee 124 chan unsigned 5 hrs cont;
= e dw_with_ch 125
. dwi_with_ch.hce 1ze6 chan unsigned Z0 count_chl wsec, count_ch msec, msec_cnt;
=l #gp dw_with_ch_edf 127
P dw_with_ch_edf.hce 1z8
= g dwl_with_ch 129 L while{l) f{
< By dwi_with_ch.hce 130
= o dw_with_ch_rte 131 par
B dw_with_ch_rtc.hee 132 [ s
=l :%d“'l—‘”ith—th—rt( 133 # milli counter (Master Enh, count chl msSec, count ch mSec, msec cont) ;
- dwl_with_ch_rtc.hcc 134 - - - - - - -
135 // B:- BUS "sec_cnt" n:{1toS59} TIMESFEC = 1000 ms AFTER "Master Enb" ## RTC-1
1386 ’ counterl (msec_cnt, count ch sec, sSec_cnt);
137
138 4/ B:- BUS M"min cnt" n:{1toS9} TIMEZFEC = 60000 ms AFTER "Master Enb" ## RTC-Z
139 ’ counter? (count_ch msec, sec_cnt, min_cnt);
140
JEal, // B:i— BUS "hrs_cnt!" n:{lto23} TIMESPEC = 3600000 ms AFTER "Master Enb"™ ## RTC-3
142 * counter3 (count_chl msec, count_ch sec, min _cnt, hrs_ecnt):
143
A
145 * I Interface (hrs_cnt); =
146 E 1
147 = ¥ -
145 H .
File Yiew < I | 5
Cukput f X | Clocks/Threads & X | Call Stack & X | Variables f X | Watch B x |
Clack/Thread Cycles Locatic | ¥ Expression Yalue Width/Range Expression Yalue
= dwl_with_ch... i} 5 bit unsigned
= ) dack O 240 dwl_y 1 & hit unsigned
- [ dwl_. 1} 20 bit unsigned
-0 & dwt 59 & bit unsigned
Oa dwl
-0 & dwl_
-0 & dwl
[ dwrt
-0 & dwl_
-0 & dwl
-0 & dwt
-0 & dwil
Oa dwl
-0 & dwl_
-0 & dwrl
Oa dwl
-0 & dwl_
-0 & dwl
[ dwrt
-0 & dwl_
0 [T ] >
\_Buid J\ _Detug / < Il | == >\ auto N\ _Locals [ \_wiatcht f\ watch: < >

. Line: 129 Cal:1 [ s
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Digital Clock — Experiment
Handel-C code - Timing simulation

[T wave - defauli
File Edit Add  Format  Tool

201 ps
[151083473 ps|—150000100 ps—]
301053573 ps|— 149999900 ps—| Il
4510834973 ps [— 150000254 ps—]| .
01083727 ps [ 149999746 %s—

751083473 ps [— 150000100 ps—] |
[B010183573 ps — 149999900 ps—]
[1051083473 ps|—150000254 ps—|

1201083727 ps[—149939746 ?s—

1351083473 ps
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Dlgltal Clock — Case study results

e aea o

e In the first version, timing analysis revealed a clock
cycle drift on every tick of the digital clock.

e This means that the real-time constraints were not
met!

e Timing analysis of the second version shows this clock
cycle drift does not exist!

 This is a very subtle error that a constraint verifier
could have revealed.

Fringe Session (CPA2009) 21
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| Conclusmns and future Work

e Conclusions

e With suitable amendments, Handel-C can be used in some real-
time high integrity system development

e We propose a constraint meta-language and design flow to
improve the timing analysis and verification of these systems

e Future work

e Design the constraint meta-language and implement a tool which
automates the analysis and verification process.

e Investigate the implementation of Timed CSP in Handel-C,
augmented with the constraint meta-language.

Fringe Session (CPA2009) 23
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